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[Ipunoxenne No2. Hudopmaunonnas NamMATKa pax obyuarowuxces gag paiMeticHus Ha
OPHUHANBHBIX Hirrepuer-pecypeax

C xaxumsmv rogom MOIOAEXKH B HHTEPHETE CTAHOBUTBCS Gonbine, 8 WKOMLHAKK oEM 3
CaMmBIX BKTHBHBIX MO/BL3OBATEleH Pyneta. Mexay Tem, nommmo OFPOMHOTO  KOJIHYECTBA

BOIMOXHOCTER, HHTEpHET Hecer npobneMbl. I1a NamsTKa KOMKHA nomous tebe GezomacHo
HAXOQUTHCH B ceTy.,

Komnvromepusie 8UDYCHL

Komnsiorephbri BADYC ~  3T0  pa3sHOBMANOCTB KOMNBIOTEPHHIX  IpOrpamu,
OTIHYHTENsHOH  0COBEHMOCTEIO KOTOpOH sBaseTcs CnOCOBHOCT, K PasMHOXCHHIO, B
AONOMHEHHE K 3TOMY, BHpYCHI MOTYT NOBPERUTL MM MONHOCTHIO YBHYTOXHUTh BCE daliml u
Aa8HHbIE, NOMKOHTPOMbHBIE MO/IL30BATENO, OT WMEHW KOTOPOTO Gina JanymcHa 3apaéHHas
Nporpamma, a Taxie nospesnuTs My AaXE YHHUTOXHUTEL ONepaunoHHyIo CHCTEMY CO Bcemy
datinamu B uenom. B GoblunkcTBE Cryyaen PacnpoCTPaHSIOTCA BUPYCH! YE€pe3 HHTEpHET.

.

Meroas! samurer ot BPEAOHOCHBIX NTPOrpamm: :

. Ucnonsayn COBPEMEHHbIE OnepanHOHHbIE CHCTCMLI, AMEIOMHE CepBEIHBIM YPOBEHB
3&MHTBI OT BPEAOHOCHBIX nporpamu;

2. TocTostsHo yCTaHaBnuBai nayry (undpossie 3annarku, KOTOpbi€ aBTOMAaTHYeCKH
YCTaHaBIHBAIOTCS ¢ uesbio aopabrky Mporpammsl) U Apyrue oGHOBMeHus cBoei
OTIEPaLMOHHOM cucTemsl. Ckaunpail ux TOMBKO ¢ OpHLUMaTLROrO caliTa pa3paboTyuxa

4. Hcnonssyi BHTHBHPYCHbIE IPOTPaMMHELE TIPOYKTHI H3BECTHBLIX IpOH3BOAHTENEH, C
aBTOMATHYECKMM OGHOBenUeM Gas; :
5. Orpaunyg, $usnveckuit nocryn x KOMHLIOTEPY /LA NOCTOPOHARX NHLL;
Hcnons3y# sremmmue HOCHTEH HHQOPMauuK, Takue kax bnewxa, guck unu daiin u3
HHTEPHETA, TONBLKO U3 NpodepeHybIX HCTOYHHKOB;
7. He oTkpsiBast KOMUBIOTEpHbIE halinib, monygenube u HEHaEXKHEBIX UCTOYHHMKOB,

Haxe Te Ganner, KOTOpbIE mpHCNan TBOM 3HAKOMBI. Jywwe yroanu Y Hero,
OTNpaBAAn 1H OH Tele ux.

Cemu WI-FJ

Wi-Fi - 370 ne sug AICPENAYH LURIBIX, HE TEXHONOrHS, 3 Beero s 6pen, mapka. Eue
B 1991 rony unpepnanncxas KOMMaHHA 3aperucTpuposana 6penn «WECA», yro 0603Hagano

; Ho nxamero BpeMeHM nomwna apyrag ab6peBuarypa, KOTOpas SBASETCH Takoh e
TEXHONOTHEH, 310 ab6penuarypa «Wi-Fiy,. Takoe Haseanpe Guin

Ha, Gecnnatuprii HHTCpHET-nOCTYN B Kade, otenax u as
BO3IMOXHOCTBIO BRIXOHA B HHTepHeT. Ho Muorye 3KCNEePTHI CYHT,
FicetH e ABILTOTCA Oe30nacHEmy,

ponoprax XBJHICTC}I OTAHYHOR
40T, 4T0 obwexocTynane Wi-

Cosers no OesonacHoct pabore n obutenocTynubIx cetax Wi-fi:




1. He nepenasap CBOI0 THYHYIO KHopMaumo depe3 obwmenocTynune Wi-Fj CeTH.
Paboras B yux, KENATENBHO He BBOAWTS 8poav rocTyna, norumn u KaKue-to

prinad |
3. Mpu HCIOME30BakMH Wi-Fi orkmouy bysxuno «O6muit AOCTYN X odajinam y
OpHHTepamy. Jaunag ynxuns 3akpeITa n0 ymonuanmio, opmaxo HEKOTOpEIe
TONB30BaTenu akTupHpyIOT 08 An4 y206CTBA HCNIONB30BAKHS B pabote unu yuebe;
4. He HCTONB3YR ny6nwynbit WI.F] 19 nepenadYn nuyHx JaHHbIX, Hanpumep gng

5. Hnonmp3yit tonpko 3LUMWEHHOE cocanHenpe yepes HTTPS, a ne HT IP, T.e. npu
Habope pe6-anpeca BBOZH uMeHHO «https://y;
- 6. B mobumpnom TeneQore  orkmoun Pynxomo «lomumonenne  x Wi-Fi

. @BTOMaTAYeckuy. He Aonycka# aBToMaTkueckoro NOAKMOYCHUS YeTpoticTsa K CceTaM
Wi-Fi 6e3 TBOEr'O COrjacus.

* Coyuanvusie cemy

. ’

_ A "OcuoBrsre copery; 1o 6esonachocry 3 COUHAILHEIX ceTax:
q < 1. Orpanugs CIMCOX Apysed. VY 1e6y g Zpy3bix HE NOMKHO 6hiTh CITyqalHeIX |
s HE3HaKOMBIX monei;
2. 3awmmait cpoio "aCTHYIO u3Hb, He YKasuBaid naponw, Tenehous,, aapeca, pary
TBOETO poxaeHus y 4PYTYI0 nuynyio nuQopmanmo, 3noymennnenuuky MoryT
Henonb3osarts pae Hudopmaumnio o TOM, KaK Tbl M TBOH pOmHTeNH NIaHupyere
TTPOBECTH KaHHKYNp!;
3. 3amminai coso PERYTaUuio - nepxu ee B yycroTe ¥ 3anasal ce6e Bonpoc: xoren 6u
Thl, ITOGEI Apyrue Nonb308aTeNnH BupeH, wTo TH) 3arpyxaews? Ionymar, npexne
9€M YTO-TO Ony6avKoBaTh, Hanucars K 3arpy3uTs,
4. Ecmn 1w FOBOPHUIL ¢ moapmy, KOTOPEIX He 3Haews, we HCTIONB3YH c8OE peanyyoe

HMA # Ipyryio amunyio HRDOPMAUKK: uma, mecTo KUTENBCTBA, MECTO yyeBh y
npoyee;

. 76 'Tpu PETHCTPauuH B counansuo;s CeTH HEOGXOMHMO KCNONMB30BaTY CnoXHEIe napony,

.

nexmponnsie denvzy

SnexTpoHHLe ACHbIM — 310 oyey, YRoOHBIX cno

‘ co6 nnarexedt, ognaxo Cywecrayior
MOLIEHHUKH, koTopsie xoTgT NOMYNHTE 3TH penpry,




BoccTanoBuTh gocTyn x c4eTy. TlpuBasannmi TenepoH nomoxer, ecny 3abyznews
€BO# MnaTexuay apoJib unw 3akineurs Ha cajit C HEIHaKOMOro YCTpolicTsa;
2. Hcnonssyii OZHOpasossie maposu. [Mocae liépexona wa ycunennyro 3BTOPH3ALHIO
Te0€ yxe ne Gyger YTPOXATb ONACHOCTD Kpasky mny N€pexsata muarexuoro napons;
. 3. Bwibepu Croxubid napons. Mpectyninxam Oyner we npocro Yranats CHOMHbIH
napons. Hanexupe 712ponn — 3710 napony, KoTopeie conepxar ne menee 8 3HaKOB ¥
BIUTIOYAIOT B ceby CTPOYHbIE H nponucybe Byisbl, UHGPE! 1 Keckonbko CHMBOOB,
TaKHE KaK 3Hax nonnapa, pynra, BOCK/THNaTenbHBIA 3Hak u T 7. Hanpumep, $tROng!;;
4. He sBonu cnoy JIHBIE AaHHEBIE Ha CalTax, KOTOpBMM He nosepsems.

nexmponnas noyma

: SHCKTpOHHaSI IoYTa — 3710 TEXHONOrNA 1 npenocraa!mebec €l0 Ycnyru no nepecnnke u
noNy4YexuIo 3JIeK'Ip0HHle 0006[116}{14!7(, KOTOpEIe pacnpenenmorcx B KOMHMOTCPHOﬂ CeTH.
O6&1umn0 JICKTPORMLIN  noyToppi fAWMK  BRITIAQMT CICIYOWHM  o6pasom:

HMx_nonbaonarenn@mx_uomeua, Taxsxe Kpome fIpenain npocroro recra, HMeeTcs
BOIMOXIIOCTEL Nepenanats hajny,,

OcHosHle cosers) no 6e3onachoii pabore ¢ 3nexrponton NOoYTOoH:

. Hano BBIOPATD [1pABHNIBH I [10YTOBbIN cepauc. B HHTCPHETE eCTh OrpomMusl BLIGOp
Gecrnatibx noyroppx CCPBHCOB, 04HAKO NMyyie AOBEPATE TeM, KOro 3Haews u KTO
nepBLId B pe#iTunre;

2. He yxasursaif g NHYHOR moyTe JHYHYIO MH(OpMaino, Hanpumep, 7yqine BMGpars

4. 'Bblb'epu CROXHBIA napons. [ny KaKI0ro nouToBoro miumxa AOJKEH 6BITh cBoj
HaneXHbIN, yeToRunpp;i K B3110My napons;

5. Ecau ects BO3MOXHOCTh Hamucary, CaMOMy CBOH AHYHELH BONpoc, ucnonssyi 3Ty
BO3MOXHOCTS;

6. Hcnomsayiz HECKONBXO noyTopgrx AUHKOB. Ileprt mng "acTHOR nepenmcky ¢
AApecaTaMy, Kortopomy g NoBepgews. Sro SNCKTPOHHMIA  ampec ye Hazno
HCRONBL30BaTH npy PErMCTpalK Ha dopymax 1 cafirax;

7.5 He OTKppIBAK (afing u ApYIue Bnoxenus g ncbMax aawke eciu OHH nNpHWIY oT
TBOMX npy3eh. Nyuyre YTOURH y pyx, OYIPABIANY fH OHK Tebe 3TH daknkr;

8. Mocne OKONYaHHA paboTh wa NOYTOBOM cepBuce NEpen 3aKkprTHem BKJIagky ¢
calitom ne 3abyns Haxary ya «BeiiiTiy,




Kubepbyanynz WU eupmyanpyoe usdesamenscmao

Kuﬁepﬁynnuxr — npecaenoranye cooSmeHmuuu, Coaepxaumy ockopbnenus,

arpeccuio, 3anyrusanye; XYTHIBHCTBO; CounanbHoe BolikoTHpoBanye ¢ NOMOmBI0 pasmyayx
HHTEpPHeT-CepBHCop,

TOro, k xoMy moxno 06parutnes, To BHauane ycnoxourpey. Ecny i Havnem,

OTBeyaTp OCKOpGneHusmmy ng ockopbienus, To TOJILKO eme Gonmpme pasoxoxewns
- KOHGUIUKT;

2. Vnpasnay CBoeji xuﬁepperryrauneﬂ;

3. AHommmmocT, 5 CeTH MHHMag, Cymecrayror Cnocobs! BeCHuTS, KTo CTOHT 3a
AHOHHMHbM aKKayHTowm;

4. He cront BECTH xymuranciuy o0pas BUpTyanpiok WH3HH. MHTepher dukcHpyer pee
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CeTAX ecrh BO3MOXHOCTE Gsoxupopky OTNpaBky coobmennii ¢ onpenenexnnix
anpecos;

8. Ecmn Thl  CBHOeTEnH KHbepGynnuura, TBou neicTeug: BRICTYNIHTL nporus
Tpecnenosarens, MOKA3aTh emy, yrg €ro neficteug OUEHHBaIOTCy Heratusyo,

nonaepxars KEPTBY, XoTopoi HYXHa ncuxonormyeckag noMoms,  cooBuuty
B3pocnsiv o dakre TPECCHBHOrO Nosenennsy g ceTH,

Mobunorps; meneghon

Cospemennyie cMapTdous u [IaHWeTH  copepsar g ce6e Brnonme B3POC i

‘bynknHonan, y TeNCpe OHM Moryy KORKypHpoBaTs, ¢q CTauHoHapHbIMY KOMIBIOTepawmy,

Oxnaxo, cpencrs 3AWHTEL ANs 110406HE1x YCTPOHCTB noka oyeny, Mano. TecTuposanye y moKcK

YAIBAMOCTEN B pyx TPOMCXOUMT He Tak HHTEHCUBHO, Kak pg K, 10 xe €amoe kacaercy y
MOGHIERpIX TpHAOMenyl.

Coapemcﬂxmc MOGHNLREIe 6pay3epbx YXe npaxkTuuecky AOrHany HaCToNbHbIe aHanory,
dYBKUMOHANA

OlIHako Pacwupenue Bneder 3a cofop Gonbiyro ClIOXHOCTE Y MEHbITyI0
3AUHINEHHOCTY,

Hanexo ne pee IPOH3BOAUTE 1Y BbINyCKajoT O6HOBnEHuS, 3aKpeIBalOm e KpUTHueckye

YAIBHMOCTH Ang cRopy YCIpo#crs.

OcHosnge CoBeTs! 1y Gesonacrocry MobHLROro Tenetdona:

1. Huyero ge ABJseTCH 10-HacTogmemy Secnnathpny, Byas ocro
Te6e npemnarasor Gecunarhyp KOHTEHT, 8 gen
ILnaThsIe yomyry;

2. Hymap, npexuae yen OThpasuty SMS, ®oTo wny gy
Oyayt B KOHEYHOM uTOre?

3 Heobxonmumo o6noBnsTE Onepaunonnyig CHcTemMy

POXeH, Bems korpa

Aeo. Te; TOYHO 3Haews, rpe OHH




5. He sarpyxalt npunoxenus or HemIsectHoro HCTOYHHKA, BEb OHH MOTYT COLEpXaTh
BPENOHOCHOE nporpaMMHoe obecneyenne;

6. Ilocire Toro kax TH! Bhiknews ¢ caliTa, rae BBOIHA JIMYHYIO HHGMOpPMaUMIO, 3aimm B
HacTpoiky Gpaysepa u ynanu cookies;

7. Ilepronuuecku nposeps#i Kakue mnarhsie YCNYrH akKTHBHPOBaHbL! Ha TBOEM HOMeEpE;

8. Nasajt cBo# Homep Mo6GHABHOrO Teneona TOMLKO JIOASM, KOTOPHIX ThI 3HAeWh
KOMY ROBEpSACWS;

9. Bluetooth gonxen GuiTh BLIKJIOYEH, KOFAa Thl MM HE MOMb3yewncs. He 3a6pisait
HHOTAa NpoBEpPSTE 3T0.

Online uzpy

Cospemennsie ounaiu-urpu — 910 KpacouHble, 3aXBATHIBAIOIIHE pa3BJIGYEHHS,
00BENMHAIOIAE COTHH THICHY YeNoBeK Mo BeeMy MHDY. MTpOKH MccrenyloT nanebti uM Mup,
oBWAlOTCE APYr € APYrOM, BHIMOAHSIOT 3allaHus, CPKAKTCA C MOHCTPAMHM W NIOMYHAOT OMBIT.

3a YOOBOAKCTBHE OHM MIATHT: NOKYIIalIOT AMCK, OrUlayuBaroT aboHemeHT HITH npnospe’raxm'
KBKHE-TO ONLHHY.

Bee atm cpemctsa uayr ma MOANEPKAHHE M pPA3IBHTHE HIPHI, & TAKKE Ha camy
GesonacHocTs: coBepuweHCTBYIOTCE  CHOTEMD] ABTOPH3aLMH, BBINYCKAIOTCA HOBRE MaTYH
(undponsie 3anmatku am DIpOrpamMM), 3aKPLIBAIOTCA yS3BUMOCTH CEpEEpOB.

B nono6xerx HIpax CTOHT onacaTscs He CTONSKO CBOHX CONEPHUKOB, CKOJNLKO Kpaxxu
TBOErO Napo/if, Ha KOTOpOM OCHOBaHa CHCTEMA dBTOpH3aLHK 6oMbLIKHCTRBA HIp. ’

OcHoBHEIE coBeTsI no 6e3onackocTu TBOEr0 HIPOBOTr0O AXKKAYHTa!

l. Ecnu npyro#t urpox sener cefs N710X0 WK co3naer Tebe HempHATHOCTH, 3a6nokupyh
€T0 B CIIHCKE HIPOKOS;

2. Ioxanyiics AOMHHHCTPAaTOpaM WIPHl Ha MUIOXOE MOBEACHHE 3TOro HI'pOKa,
KEIATENLHO APHIIOKHUTL KAKHE-TO AOKA3ATEbCTEA B BHAE CKPHHOB;

He yxa3uisaii muanyio #HpOpMaumo B npodaiine HIpBI;

YBaxai APyrHX Y4aCTHHKOB o Hrpe,

He yctanasnupait HeopHUHaANbHBIE NaTYH H MOZLI;

chonbsyﬁ CJIOKHBIE K pa3Hbie [aposu;

Haxe Bo Bpems urps e cToMT OTKNO4ATh aHTHBHpYC. IToka Twl urpaews, Teo#
KOMIIBIOTEp MOTYT 3apa3iTh.

Novwew

Pumaunz unu kpaxca Auunsix dannsix

O6rrynoii xpakefi newer u IOKYMCHTOB CErORHA yke HHKOrO HE YAMBHIOb, HO C

Pa3BHTHEM HHTEPHET-TCXHONOT Uit 3NOYMBIJIEHHHKHA TICPEMECTHIIHCL B HHTCPHET,
HpO}lOJDK&!QT 3aHHUMATBLCK «MOOHMBIMY) OENOM.

Tax NosABUIIACH HOBax yrposa: HHTEPHET-MOWEHHHYeCTRA 12813 ] dmumur, rnasHas nensb
KOTOpPOTO COCTOMUT B NONYYCHHUH KOHQJHHQ-HUHEUILHE:!X HaHHbIX NONb3OBaTENel — JIOTHHOB H

naponed. Ha anrauitckom s3pixe phishing unTaercs xax bAwmHr (ot fishing — pri6uag noBas,
password — napons).

Ocnoensie coperst o Gopsbe ¢ Gumunrom:

l. Cnean 3a cmouwm 8KKayHTOM. Ecmu T
B3NIOMaHa, TO Heo6Xoumumo 3abnokuposa
Pecypca 06 3tom xak MoxHo CKopee;

NONO3peBaewn, YTO TBOA aHKeTa Gbuta
Tb €€ H Cco06LMTL AAMHHHCTpaTOpam




Mcnonwyﬁ 6eaonacusie Beb-cailTel, B TOM UHCNe, HHTEpHET-MarasuHOB H

TNIOHCKOBLIX CHCTEM;

3. Hcnonssy#t cnoxuse u pasitbie naponn. Taxum ofpasom, ecnu Tefa B3/IOMAIOT, T0
3NIOYMBIUINERRUKH 10NyYaT AOCTYN TOJBKO K OLHOMY TBOEMY Npodumo B cety, a me
KO BCen;

4. Ecnu 1¢63 B3nomanu, To mneobxomumo NpeynpeRdTh BCeX cmoux 3HAKOMBIX,

KOTopxie noGasinens y Tebs n Apy3bAX, 0 TOM, YTO Te6s BInOManu 4, BO3MOXHO, 0T

TBOETo umenw Gyaer paccuutatecs cnam s CCBUIKH Ha QHUIMHTOBEIC calThI;

Ycranosu HagexHsij napoas (PIN) Ha MOBHIbHbIN Tenedosn;

Otkmogu COXpaHenHe napons » Gpaysepe;

He orkpusai QainLl ¥ npyrue BIOXEHAS B IUCBMAX [aXe ecny oy IPULIM OT

TBOHX Ipy3edt. Jlyuwe yroyny Y BHX, OTTIPaBJIASIH 1M OHH Tebe 3TH dadim.

&~
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Lugposas penymayun

. lladporag PenyTauus - 510 Herarnsnas uan NO3HTHBHAA MHPOPMALKS B ceTH o Tebe.
Komnpomempyromas uudopmauus Pa3MeUICHHAs B HHTEpHETe MoXer CePbE3HbIM 0bpasom
OTPa3HTLCA Ha TBoeH PCANBHOHA XH3HY, «LUudposasn PENyTaUMa» - 3TO TBOI HMHIDK, KOTOpHIX
$opmupyercs us RH)OPMauuH o TeGe B HHTEpHeTe.

Tsoe mecto HUTENLCTBA, Y4e6bi, Tuoe GpUHaHCOROE nonoxexue, ocobennocty XapaxTtepa
H pacckassl 0 6nuskux - pee 3to HAKANIHBAETCA B CeTH,

Kommentapun, PasMeluesie  TROMX QoTorpagpuit APYTHE NEHCTBHA MOryT He
MCIEIHYTL HaXe mocne Toro, xax Ta WX yRanuwse. Tul He 3naemn, kTo COXpaHKN 3Ty
HRbopMammio, monana in ona s TIOUCKOBbIC CHCTEMBI % coxpaHMmach au OHa, a InaBHoe: yTo

OcxoBHLIE coBeTs! no 3awmnTe NudpoBoii penyTaumuy:

I. IMoaymait, IpeXKAC YeM YTO-TO myGnukosaTs M tiepenasars y ces B Gnore uny s
COUMaTbHOH ceTn;

2. B uactpoiikax npoduns ycranosu OTPaHHYCHHA HA IPOCMOTD TROErD npoduns u ero
CONEPXHUMOro, caenait ero To/bKo «IL ApY3eity;

3. He pasmewmaii u e YKaibrsaf audopmaumio, KOTOpas MOXeT koro-nubo ockopbnaTs
HJIH 06MKaTs.

Asmapckoe npago

Cospemeniipre IUKONIBHUKH—  aKTHBHble Nonk3osarens  unbposoro NPOCTPaHCTRa.
Onnako nanexo ne nee 3HAIOT, YT0 NO/BIORAHNE MHOMHMY BO3MOXHOCT#MU undposoro MHpa
TpeSyeT cobnionenus npaB Ha HHTCNIEK Ty aNTbRYIO COBCTBERHOCTD,

Tepmun CHHTENICKTYaNbRAS COBCTBEHHOCTRY OTHOCHTCA K pasnyuHpmv TBOPCHUAM
HE/I0BEYECKOro yMa, Haumpay ¢ HOBEIX H3oBperennii u 3HakoB, 0603HaualoumX cobcTBennocTs,

Ha nponykter u YCIYTH , W 3akaHumpag KHnramu, :j)ororpacpkmn, KHHOOHIIbMaMy ¢
MY3EIKaILHBIM 1 Npou3Benennamy.




Hcenonssosanye «ITHPaTCKOroy [TporpamMmHoro o6ecneyenug MOXET NPHURECTH K MHOrUM
PHCKaM: oT 10T€pH naHuerx g TBOUM aKKdayHTam n10 Gnoxuposky TBOCro ycrpoiicTsa, rpe
YCT4HOBNEHHbIE ye nerajipHas nporpamma. He c¢rout Takxe 3absiBarh, yro CyuwecTsyer
JIerannHnie H 6ccnna1‘n bi¢ l'[pOrpaMMl:l, KOTOpble MOXHO HafiTy B CeTH.

O nopmane

Ce’mnuqox.pda ~ TBOH TMmasuuiii coperyyy B CeTH. 3nech Tul Moxerms y3HaTs o
Gesonacrocty B cery NORATHEIM M moCTynHBMNM A3bIKOM, @ NPH BOIHHKHOBeHHY KpHTHYecKOH
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